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Welcome to the future: Introducing Cryptocurrencies

Since the internet boom of the mid 90s, an ever-growing number of people have taken to the
internet to do their shopping. Emerging online retail companies have tempted consumers with a
variety of products that virtually no physical stores could rival. Cutting middle-men has allowed
nascent companies like eBay and Amazon to offer a spectacular range of products for bargain
prices and survive the dot-com bubble to become household names today.

Pioneer companies like PayPal tried to offer an alternative payment option to debit cards and
were largely successful. Technically, their transactions are central, meaning that they are all stored
in one central database at the headquarters. If a transaction is verified by that one database, it is
genuine, otherwise, it is not.

As time progressed, this model of payment was heavily questioned. Did there really have to be a
central database to the transactions? Why couldn’t people simply send each other money without
the need for a single authoritative party to verify all transactions?

For a long time the idea of a system that allows monetary transactions to proceed without a
central authority was the holy grail of free banking and a mere dream in the minds of nerds and
computer geeks. Everybody wished for it to happen and almost everybody thought it was
impossible.

Until one mysterious Satoshi Nakamoto entered the stage...

Nobody knows who he is, where he is from, whether he is still alive or not or if he is a single
person or a group of people. Yet everybody knows what he has done.

Satoshi invented an ingenious system where a network of users, none of them acting as a centre
of authority, could verify transactions with each other. How did he do the unthinkable? Well, the
basic concept behind his invention is rather simple; remember the old days when teens
downloaded pirated mp3s using Napster? Well, Satoshi’s invention works pretty much the same,
except that the users are sharing records of monetary transactions instead of Hit me baby one
more timel!

The blockchain works on a network of computers that share records of transactions. In return for
using their internet bandwidth, time, effort, and electricity, these computers receive rewards in
the same currency. Those who run those computers are called miners. Back in 2010 the average
Joe could mine bitcoins on his Pentium desktop, but nowadays mining has become so difficult
that only mining farms utilizing specific hardware (ASIC) can get any serious reward out of it.

Since its early days, bitcoin and its underlying blockchain technology were regarded with much
apprehension and scepticism. In late 2011 WIRED magazine published an obituary article
(https://www.wired.com/2011/11/mf_bitcoin/) wailing the presumed “demise” of the currency,
which at the time was down to $2.4 from its June high of $28.9. A laughing stock today, a lot of
people took it seriously at the time. After all, bitcoin was 83% down in merely five months.



https://www.wired.com/2011/11/mf_bitcoin/

Today, longer transaction times and higher transaction costs make a lot of people doubt the
future of bitcoin as a currency, yet no matter what happens to bitcoin, the blockchain technology
will ultimately triumph, above all because it employs technology towards freedom and liberation.
We might regress for a moment to discuss this last motif.

Since its publication almost 70 years ago, George Orwell’s 1984 has become a beloved classic,
even resurging to the ranks of bestsellers in 2017. The novel, as it is well-know, revolves around
the “big brother” of the government using technology to spy on and control his loyal subjects. It
is a terrifying vision and one that has a wide audience who take it for granted, yet there are those
who realize that the opposite is actually true. In his book Our Posthuman Future, Francis
Fukuyama, a prominent political scientist, discussed how technology was actually turned against
the big brother, allowing laymen to watch their governments.

“The political predictions of ... 1984 were entirely wrong. The year 1984 came and
went, with the United States still locked in a Cold War struggle with the Soviet Union.
That year saw the introduction of a new model of the IBM personal computer and the
beginning of what became the PC revolution ... the personal computer, linked to the
Internet, was in fact the realization of Orwell’s telescreen. But instead of becoming an
instrument of centralization and tyranny, it led to just the opposite: the democratization
of access to information and the decentralization of politics. Instead of the Big Brother
watching everyone, people could use the PC and Internet to watch Big Brother.”

Francis Fukuyama, Our Posthuman Future, page 4

Fukuyama'’s vision is made more meaningful today after various protests in the world, particularly
the revolutions of the Arab spring of 2011, were first ignited by guerrilla activists who used
mobile cameras and social networks to document and expose regime brutality in ways that were
entirely impossible a mere couple of decades earlier. A simple research on the limitations imposed
on communication in totalitarian countries clearly proves Fukuyama’s point; technology wasn’t
the ally of the big brother after all.

If we are to apply this to the blockchain technology, we will realize that it ultimately derives its
power from its ability to fit perfectly in the zeitgeist of the moment: the greater movement to
employ technology towards freedom and decentralization. This is why cryptocurrencies have
returned stronger time after time, regardless of how fiercely they were sabotaged by
governments or bankers, and this is precisely why they will ultimately triumph.

Obviously, a major component to freedom is anonymity, and Bitcoin does indeed deliver some
pseudoanonymous features; funds are not tied to individuals but rather to addresses on the
blockchain and users are allowed to create as many of these as they wish to further obfuscate
their transactions.

Alas, all user activity is available on the blockchain for public access. By analysing where
transactions originate from and where they are destined, along with the transaction amounts, any
individual with access to the blockchain records can trace all bitcoin transactions...
Bitcoin had done the unthinkable in terms of decentralizing payments and disrupting traditional
banking, yet it fell short of delivering the ultimate goal for which it was created. It offered very
little privacy.
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Perfecting the awesome: Addressing privacy issues

Over the few years since the advent of bitcoin (which is still an eternity in the turbulent timescale
of cryptocurrency) various approaches were developed to address the privacy issue, each more
refined and sophisticated than its predecessor. We are here to offer a very basic outline of these
approaches along with their strengths and shortcomings.

Transaction mixers

Imagine John wants to pay Michael $100 but doesn’t want anybody to know about it. So
he gives the money to a third person, Sam, and asks him to send the money to Michael.
You can’t trace this, because Sam is doing this for everybody. So all day long he is
collecting payments and sending payments and you don’t know who is paying who.
Transaction mixers work in exactly in this way. They act as add-ons to bitcoin
(coinmixer.se/en/)

Shortcomings:

1 One way to expose transaction mixers is to trace the transaction through the amount.
If John paid Sam $328 then you can trace who received $328 from Sam and realize
this is the person receiving John's payment.

1 Another issue is that you must rely on the mixer to deliver your payment. In other
words, the mixer can receive the payment and give nothing back. The payment simply
gets stolen.

1 An even bigger concern is if the mixer is maliciously keeping records of the
transactions, with the intention of releasing the information to third parties.

1 If the mixer has a low volume of transactions, a network graph analysis can still
expose transactions.

Ring signatures (ex. Monero)

Another improvement on transaction mixers is using decoy (fake) transactions alongside
with real transaction inputs. This further complicates things and makes it difficult for a
third party to differentiate real inputs from decoy ones. A further elaboration on this
technique is to hide the amount of money sent as well as using decoy inputs. This
technique is called Ring confidential signatures.

Shortcomings:

1 All the decoy inputs are encrypted in the same way as real inputs, thus resulting in
more power use, more processing load on the hardware, and too much unnecessary
data. All this leads to the bloating of the blockchain and to increasing the fees of
transactions.



1 These transactions can still be exposed by analysing the time when the transaction is
submitted and thus link it to the identities of the sender and the recipient.

ZK-Snarks (ex. Zcash)

This technology allows private transactions to be optional, thus preventing a lot of the
disadvantages discussed above. All private transactions get into a private transaction set,
and in order to spend a transaction from this set, the sender should provide a
cryptographical proof that his transaction does indeed exist in the set (but without
revealing which one.) This makes it impossible to know which transaction of the various
transactions in the set is the one being sent, and thus it becomes impossible to track it.

Those interested in knowing more technical details about ZK-snarks can benefit from
revising the Zcash Protocol Specification Paper
(https://raw.githubusercontent.com/zcash/zips/master/protocol/protocol.pdf)

Shortcomings:

9 Atits core, this protocol relies on a trusted setup to choose the initial protocol
parameters, and any individual who possesses these parameters can view all private
transactions and, more catastrophically, can counterfeit as many coins as they wish
without outsider observers noticing the least suspicious of activities. In other words,
the ZK-snarks system is entirely built upon trusting the developers and if one of these
turns out to be a betraying Judas, then the currency will catastrophically fail.

Zerocoin protocol (ex. HEXX)

This protocol was first proposed by Dr. Matthew Green et al with the intention of creating
cryptocurrencies with true cryptographic anonymity. It functions in a similar way to the
ZK-
















